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• In recent months, federal regulators have devoted 

more attention to pursuing alleged violations 
of federal securities laws by businesses in the 
cryptocurrency sector.  Several state regulators 
have also increased the pace of their enforcement 
actions.

• Poloniex agreed to pay $10 million to settle claims 
brought against it by the SEC. Regulators alleged 
that Poloniex permitted users to trade certain 
cryptocurrencies - which the SEC considered 
securities - without registering as an exchange.  
In settling the matter, Poloniex neither admitted 
nor denied the claims.

• Coinbase, another crypto exchange, is facing a 
class action lawsuit led by an investor alleging 
violations of the federal securities laws. The 
complaint alleges that Coinbase misled investors 
about its finances and the stability of its software.

• El Salvador’s Bitcoin roll-out—the world’s first— 
ran into problems. Hours after the launch of its 
official digital wallet, Chivo, the government 
had to remove it from app stores in order to 
resolve network capacity issues. The wallet is now 
available again.

• The head of the UK’s Financial Conduct 
Authority called for a more aggressive response 
to the threat posed by speculative or fraudulent 
cryptocurrencies. Chair Charles Randell cited 
the significant risk to unsophisticated consumers 
and stated that, in particular, the role of social 
media influencers in promoting cryptocurrency 
investments merits greater scrutiny.

• On August 3, 2021,  Chair of the SEC Gary 
Gensler gave a speech in which he called for 
additional regulation in this area, expressing 
concern that, without additional authority, certain 
“transactions, products, and platforms [might] 
fall[] between regulatory cracks.”  Gensler further 
noted that “the legislative priority should center 
on crypto trading, lending, and DeFi platforms. 
Regulators would benefit from additional plenary 
authority to write rules for and attach guardrails 
to crypto trading and lending.” 

• The SEC has charged Gregory Keough, Derek 
Acree, and their company Blockchain Credit 
Partners for raising $30 million through 
fraudulent offerings. The lender sold tokens to 
the public and promised to invest the money 
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1  https://www.cnn.com/2021/05/19/politics/colonial-pipeline-ransom/index.html.
2  https://www.nytimes.com/2021/06/09/technology/bitcoin-untraceable-pipeline-ransomware.html.
3  Id.

Joseph Blount, the CEO of Colonial 
Pipeline, thought his company’s money 
had “go[ne] out the door” forever when 
it paid hackers $4.4 million to relinquish 
their control of Colonial’s computer 
systems.1  In a surprising turn of events, 
the FBI was able to recover most of the 
funds lost.2  For years, experts and the 

public at large saw Bitcoin and other 
cryptocurrencies as an untraceable 
medium of exchange.3  But as Colonial 
Pipeline’s experience shows, the reality is 
far more complicated. 

In its limited comments on the 
Colonial Pipeline investigation, the 
DOJ said that it followed the time-
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in “real world” assets.  According to the SEC, 
the lender misled investors about the nature of 
the assets purchased and their ability to provide 
the promised returns. The respondents didn’t 
concede wrongdoing, but the lender agreed to pay 
almost $13 million and two officers agreed to pay 
$125,000 each.

• Coinbase, which has been working on a 
service that would permit customers to deposit 
cryptocurrencies with Coinbase in exchange for 
interest payments, received a Wells notice from the 
SEC. According to the notice, the SEC considers 
this service to be a security. In response, Coinbase 
announced that they have made the “difficult 
decision” to not launch the service.

• A federal judge granted BitMEX’s motion to 
dismiss a lawsuit against it that alleged  “market 
manipulation,” “fraudulent inducement,” and 
violations of the RICO Act and CEA. According 
to the judge, the complaint was too long and was 
duplicative of another case.

• On August 25, 2021, BitMEX agreed to pay a 
combined $100 million to settle charges brought 
by the CFTC and FinCEN for failure to register 
with the CFTC and alleged AML violations. The 
criminal case against the founders and executives 
of BitMEX still continues.   

• Scammers created a fake Walmart press release 
announcing that the retail chain would begin 
accepting litecoin in its stores. The fake news 
caused a 25% increase in litecoin’s price. The 
scheme is suspected to be part of a pump and 
dump operation, where scammers holding an 
asset generate positive press about that asset to 
drive the price higher. The holders then sell their 
holdings before the truth is discovered.

• Several asset management firms recently 
announced plans to establish exchange-traded 
funds that would hold bitcoin futures. Although 
the SEC has yet to approve any bitcoin-based 
ETF, SEC Chairman Gary Gensler suggested he 
would be open to a bitcoin ETF that operated as 
a mutual fund or that is “limited to . . . Bitcoin 
futures.”

• Miami is the first city to announce that it plans to 
create its own cryptocurrency, called MiamiCoin. 
MiamiCoin miners can get rewards in Bitcoin 
and in Stacks, while the City of Miami takes a cut 
of the revenue.

• Visa became one of the first major companies to 

purchase a non-fungible token, or NFT. According 
to Visa, it made the purchase to develop “firsthand 
knowledge” of the “crypto economy.”

• The State Department has begun offering 
cryptocurrencies as rewards to hackers who 
become informants and provide information 
to the U.S. government about the activities of 
their compatriots via the Dark Web, a part of the 
internet that isn’t visible to search engines.

• In early August, a hacker targeted Poly Network, 
a cryptocurrency platform.  The hacker stole $600 
million in digital assets from the platform’s users.  
However, the hacker returned most of the money 
(and promised to return the rest soon) after being 
offered $500,000.

• Over the past several years, the U.S. Marshals 
Service has seized increasing amounts of 
cryptocurrencies. For the first time, the Marshals 
Service has now finalized a deal with a digital 
asset custodian, Anchorage Digital. Under the 
contract, Anchorage will hold digital assets seized 
by the government until they can be sold.

• Liquid, a Japanese cryptocurrency exchange, 
lost $97 million in digital assets to hackers. The 
company is still hoping to recover some or all of 
the tokens.

• The president of the Central Bank of Brazil said 
his organization was working to adapt traditional 
regulatory models to cryptocurrencies. 

• The Russian government has awarded a grant to a 
Russian bank, asking it to create software capable 
of tracking cryptocurrency transactions in Russia.  
Russian regulators hope to reduce terrorist 
financing and other forms of cybercrime.

• The South Korean government has proposed 
empowering its tax authorities to seize 
cryptocurrency assets in satisfaction of unpaid 
taxes.  In support of the change, the South 
Korean Finance Ministry stated that instances of 
tax evasion using cryptocurrencies have increased, 
and that the amendment is necessary to ensure 
effective enforcement of the nation’s tax laws.

• The International Monetary Fund has advised 
against the use of digital assets as legal tender, 
warning that the risks of doing so outweigh 
the benefits. In particular, the IMF points to 
cryptocurrencies’ historic volatility and their 
resistance to traditional methods of governance by 
central banks. The IMF suggests that developing 
nations struggling with unstable currencies are 
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likely better off using stable currencies of other 
nations — chiefly the US dollar. 

• In Ukraine, the nation’s parliament passed a 
bill to give cryptocurrencies official  legal status. 
Although no digital asset would become legal 
tender in the Eastern European nation, bitcoin 
and other cryptocurrencies would no longer exist 
in a legal “gray area.” Now, President Zelenskyy 
will have the opportunity to sign the bill into law 
or veto it.

• In what is the first of its kind, a patent is for sale 
as an NFT. Currently up for auction on Opensea.
io, Pat. No. 10,025,797 represents the first 
attempt to use blockchain networks to create an 
instantaneous and transparent marketplace for 
the sale of intellectual property rights.

• China’s regulatory crackdown on cryptocurrency 
is helping accelerate the United States’s emergence 
as the leading destination for Bitcoin mining. 
The US is currently home to the second-largest 
number of bitcoin miners, and is expected to 
move to first place as a “mass exodus” of miners 
relocates to the US in search of renewable energy 
sources and more permissive regulations.

• Roger Nils-Jonas Karlsson, a Swedish citizen 
accused of cryptocurrency fraud “was sentenced 

to 15 years in prison last week after defrauding 
thousands of victims of more than $16 million.  
He pled guilty to inducing consumers to give 
him cryptocurrency in exchange for shares of his 
company, Eastern Metal Securities.  The company 
was actually a Ponzi scheme and the fraudster was 
using the cryptocurrency tokens he received from 
investors to enrich himself.

• Homeowners living near Seneca Lake in New York 
are alleging that a power plant, which recently 
increased its output to power bitcoin mining 
efforts in the region, is polluting the region’s air 
and heating Seneca Lake. 

Note: Hyperlinked material does not mean endorsement.  All materials 
referenced herein are for informational purposes only.
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(Shedding Light on the Blockchain continued from cover)

tested approach of “following the money,” tracking 
the movement of Colonial Pipeline’s Bitcoin ransom 
payment through multiple cryptocurrency wallets.4  
Eventually, a large portion of those funds arrived at a 
wallet to which the FBI already had access.5  It remains 
unknown how the government came into possession 
of the recipient wallet’s private key.6

As technology continues to develop, governments 
and even private parties are in some cases able to trace 
transactions and recover digital assets misappropriated 
or paid out under duress.  Litigants may also be 
able to exploit regulatory developments to trace 
cryptocurrencies as a part of discovery in civil cases.

An emerging industry for cryptocurrency forensics 

4  https://www.wsj.com/articles/how-the-fbi-got-colonial-pipelines-ransom-money-back-11623403981.
5  Id.
6  Id.
7  See, e.g., https://www.elliptic.co/solutions/crypto-investigations; https://www.chainalysis.com/chainalysis-reactor/.
8  https://www.wsj.com/articles/how-the-fbi-got-colonial-pipelines-ransom-money-back-11623403981.
9  Id.

and investigations
While the government’s efforts in the Colonial Pipeline 
investigation mostly involved painstaking manual 
effort, an emerging “crypto-forensics” industry will 
seek to enable private sector actors to monitor, map, 
analyze, and track transactions on the blockchain in 
much more scalable and rapid ways.7  Cryptocurrency 
forensics and investigation software available today 
often works because transfers following breaches 
and ransomware attacks exhibit common features 
that people (and software) can learn to recognize 
over time.8  These features include certain patterns 
of cryptocurrency flows, often particular volumes or 
frequencies.9  For example, transfers made to known 
hackers and money launderers can be suspicious, 

https://protect-us.mimecast.com/s/V12NCJ6PG0fXD5N1hz9uHo?domain=cnbc.com
https://www.businesswire.com/news/home/20210707005127/en/First-Patent-Being-Auctioned-as-an-NFT-Adds-Unlockable-License-and-Litigation-Prospects-Content
https://www.cnbc.com/2021/07/17/bitcoin-miners-moving-to-us-carbon-footprint.html
https://www.justice.gov/usao-ndca/pr/cryptocurrency-fraudster-sentenced-15-years-money-laundering-and-securities-fraud-multi
https://www.nbcnews.com/science/environment/some-locals-say-bitcoin-mining-operation-ruining-one-finger-lakes-n1272938
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as can transfers converting large amounts of digital 
assets into fiat currencies.10 

It is this kind of activity that forensics software 
products are designed to recognize.  For example, 
one company’s product allows users to map out 
cryptocurrency “flows,” so that analysts can more 
easily follow the movement of virtual currencies from 
one wallet to the next.11  To identify the owners of 
target wallets—as well as to identify other wallets 
owned by the same entities—the firm’s software 
synthesizes clues from various sources, from social 
media forums to “darknet” sites.12  As one executive 
at Elliptic, another cryptocurrency analytics and 
investigations firm, said recently, “we’ve effectively 
developed a map of hundreds of millions of bitcoin 
addresses associated with illicit actors all around the 
world.”13

Regulatory developments seek to make 
cryptocurrency transactions more traceable
Although digital assets forensics is relatively in its 
infancy, new regulations seem likely to increase the 
number of transactions that can be traced without 
forensics.  In the United States, the Financial Crimes 
Enforcement Network (FinCEN) requires banks and 
money services businesses to keep records of their 
customers’ identities and activities.14  Moreover, 
they must adopt policies and procedures to prevent 
money laundering and report suspicious transactions 
to FinCEN.15  These regulations are collectively 
known as the anti-money laundering (AML) rules.  
FinCEN takes the position that many players in 
the cryptocurrency space qualify as “money services 
10  Id.
11  https://www.chainalysis.com/chainalysis-reactor/.
12  https://www.chainalysis.com/chainalysis-reactor/.
13  https://www.elliptic.co/solutions/crypto-investigations.
14  See, e.g., 31 CFR 1010.410.
15  See 12 U.S.C. 1829b(b)(1); 31 U.S.C. 5311, 5313, 5318(a)(2).
16  FIN-2013-G001, https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf; FIN-2019-G001, https://www.fincen.gov/
sites/default/files/2019-05/FinCEN%20Guidance%20CVC%20FINAL%20508.pdf.
17  FIN-2013-G001, https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf.  Recently, FinCEN has proposed new 
regulations which will largely codify its understanding of the applicability of AML rules to cryptocurrency transactions.  Requirements 
for Certain Transactions Involving Convertible Virtual Currency or Digital Assets, 85 Fed. Reg. 83,840 (Dec. 23, 2020).  The period for 
public comment on these rules has closed, but the rule has not been approved at this time.  Requirements for Certain Transactions Involving 
Convertible Virtual Currency or Digital Assets, 86 Fed. Reg. 7,352 (Jan. 28, 2021).
18  As a general rule, parties in civil litigation can obtain records by subpoena.  See Fed. R. Civ. P. 45.
19  See 31 CFR 1022.320.
20  See, e.g., 12 CFR 4.36; 12 CFR 309.5(g)(8).
21  Fed. R. Civ. P. 45(d)(1).
22  https://www.fatf-gafi.org/media/fatf/documents/recommendations/RBA-VA-VASPs.pdf.  “A user is a person that obtains virtual 
currency to purchase goods or services.”  Id.  By contrast, “[a]n exchanger is a person engaged as a business in the exchange of virtual currency 
for real currency, funds, or other virtual currency.”  Id.  Finally, “[a]n administrator is a person engaged as a business in issuing (putting into 
circulation) a virtual currency, and who has the authority to redeem (to withdraw from circulation) such virtual currency.”  Id.  
23  Id.

businesses” subject to AML obligations.  In 2013, and 
again in 2019, FinCEN issued interpretive guidance 
stating that participants in cryptocurrency markets 
fall into three categories: users, exchangers, and 
administrators.16  According to FinCEN’s guidance, 
FinCEN asserts that users don’t have to follow AML 
rules, but exchangers and administrators generally 
do.17

Because cryptocurrency exchangers and 
administrators are supposed to keep records of 
transactions they oversee, litigants may be able to 
subpoena those records.18  However, litigants should 
be aware that some records prepared to comply with 
AML rules may be protected by law.  For example, 
companies that file Suspicious Activity Reports with 
FinCEN are specifically prohibited from disclosing 
those documents—even in response to a subpoena.19  
Certain financial institutions may also be able to claim 
the bank examination privilege to object to subpoenas 
and potentially avoid or narrow disclosure.20  And as 
with all subpoenas, litigants cannot “impos[e] undue 
burden or expense” on the subpoena’s recipient.21 

International regulatory efforts in this area are 
also be gaining momentum.  In 2019, the Financial 
Action Task Force (FATF), an intergovernmental 
organization that helps coordinate member nations’ 
anti-money laundering efforts, recommended that all 
“virtual asset service providers” (VASPs) be required to 
keep records of their clients’ identities and activities.22  
Moreover, when one VASP transfers money to 
another, it must share its customer’s information with 
the other VASP.23  The FATF defines VASPs extremely 
broadly: anyone who exchanges, transfers, or holds 
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virtual assets on behalf of a customer is covered.24

Although its recommendations are not binding, 
the FATF appears to be gaining influence.  According 
to a survey conducted by the FATF, 27 countries have 
already adopted regulations for VASPs that follow the 
recommendations discussed above.25 Eight more have 
decided to take this approach but have yet to pass the 
required legislation.26

The European Union is the most notable example.  
Earlier this year, it proposed new regulations for VASPs 
that mirror the FATF’s recommendations.27 Currently, 
the EU extends AML rules only to “providers engaged 
in exchange services between virtual currencies and 
fiat currencies” and to “custodian wallet providers,” 
“entit[ies] that provide[] services to safeguard private 
cryptographic keys on behalf of its customers, to 
hold, store and transfer virtual currencies.”28 As in 
the United States, European litigants may be able to 
use these new rules to trace cryptocurrencies, obtain 
evidence, and collect judgments.

The convergence of an emerging digital  
assets forensics industry and more stringent  
regulation is likely to make tracing of cryptocurrency 
transactions more viable, leading to opportunities 
for governments and litigants to better seek redress 
against bad actors.

24  Id.
25  https://www.fatf-gafi.org/media/fatf/documents/recommendations/Second-12-Month-Review-Revised-FATF-Standards-Virtual-
Assets-VASPS.pdf
26  Id.
27  EU Proposed Directive 2021/241, https://ec.europa.eu/finance/docs/law/210720-proposal-funds-transfers_en.pdf.
28  EU Directive 2018/843, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L0843&from=EN.
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+44 20 7653 2311. 

• We are a business litigation firm 
of more than 875+ lawyers — the 
largest in the world devoted solely to 
business litigation and arbitration. 

• As of September 2021, we have tried 
over 2,500 cases, winning 86% of 
them. 

• When we represent defendants, 
our trial experience gets us better 
settlements or defense verdicts. 

• When representing plaintiffs, our 
lawyers have garnered over $70 
billion in judgments and settlements. 

• We have won seven 9-figure jury 
verdicts and four 10-figure jury 
verdicts. 

• We have also obtained fifty-one 
9-figure settlements and nineteen 
10-figure settlements.

Prior results do not guarantee a similar outcome.
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